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Securitate. Securizarea aplicatiilor
de retea




Securitatea

+

m Securitatea reprezinta un punct important in
cadrul unui proiect de dezvoltare de
software pentru aplicatii de retea

m Daca in trecut se foloseau protocoale
“nesigure” (informatia circula in retea
necriptat) se tinde tot mai mult catre
inlocuirea lor. E.g. telnet este inlocuit de
ssh, ftp de sftp si http de https.

m Un alt aspect important il constituie
“rezistenta” aplicatiei/serverului la un atac
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SSH

Protocol de retea care permite schimbul de date printr-un
canal sigur intre doua computere (informatia circula criptat)
Ofera mai multe modalitati de autentificare
— Parole
Cheie publica
Certificat
Kerberos
RSA securID
PAM
Protocoale asociate pentru transfer de fisiere SFTP sau SCP

Portul standard TCP este 22

mai 2008 Stefan SAVU, Mihai IVANOVICI




SSH — Procesul de
autentificare

SSH client authentication request

SSH server grants/denies access
based on authentication credentials

SSH session begins if
authenticated appropriately
SSH Client <7 —77 70707070707 * SSH Server
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SSL

m SSL (Secure Sockets Layer) protocol
dezvoltat de Netscape pentru
trimiterea documentelor private via
Internet

m Foloseste un sistem cu doua chei de
criptare: cheia publica si cea privata
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SSL — Pagina securizata

Security Alert x|

[nformation pou exchange with thiz zite cannot be wviewed or
o changed by others. However, there iz a problem with the site's
gecunty certificate.

The zecurity certificate was izsued by a company vou have
fiok chiozen ba trust. Wiew the certificate to determine whether
poLs want totrust the certifving authorty,

The zecurty certificate haz expired or iz not yet walid.

The zecurity certificate haz a walid name matching the name
of the page you are trying to wiew.

Do wou want to proceed’?

Ve N Wiew Certificate
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SSL — Certificat

Certificate ¥iewer: vega.unitby.ro™

Could nok verify this certificate because it has expired.

Issued To

Commaon Marme (CH) wEQa, Unikhy, ro
Crrganization (20 Brason
Crganizational Unik (QUY  wega.unitby.ro
Serial Mumber 01

Issued By

Commaon Marme (CH) wEQa, Unikhy, ro
Crrganization (20 wEQa, Unikhy, ro
Crganizational Unik (QUY  wega.unitby.ro

¥alidity
Issued On 11)23/2004
Expires On 11)z23/2005

Fingerprints
SHAL Fingerprint 95 5F 40 CFi 20 Ed:60:56:54: 31 26:AF: 1556 21 EQn 22 5C: 04 7 C
MDS Fingerprink CDezesd2: 33 20 3E:52:85:01:66: 21 :94: 9 Al 02 49
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SSL — Handshake

public key client &= j o) public key server
Client Server

private key client = @ private key server

) generate random number | RN |

client_hello (crypto infarmation, ( RNe ) )

generate random number a C

server_hello (crypto information, (gl )

server certificate

demand client zertificate

) check server certificate

client certificate

check client certificate

client certifikate (encrypted with Private Key Client)

check encrypted client certificate C

generate random number pre-master-secret @

send (Qiatl) encrypted with public key server

) calculate Master-Secret mit m RNe | C

end S5L handshake

change to encrpted connection with (__MSTT) as key

end 55L handshake




DoS (Denial of Service)

= Un atac de tip Dos sau DDoS (Distributed
Dos) reprezinta incercarea de face
nedisponibila o resursa din Internet gservere

web bancare, servere DNS root, etc.

Moduri de implementare:

— fortarea reset-ului sau consumarea resurselor
pentru ca respectivul server sa nu mai poata
oferi servicii

— obstructionarea mediului de comunicatie intre
utilizatori gi victima pentru a nu mai comunica
corespunzator
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DoS — simptomele
atacului

m Performanta neobisnuit de scazuta in
retea

m Indisponibilitate a unui site web

anume
= Indisponibilitate a oricarui site web

m Cresterea dramatica a numarului de
mesaje de spam receptionate ("mail
bomb")
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DoS — Tipuri de atac

m Consumul resurelor: banda, spatiu pe disk
sau timp de procesor

m Distrugerea unor informatii de configurare,
ca de exemplu informatia de rutare;

m Distrugerea starii informatiei, ca de exemplu
resetarea nesolicitata a unei sesiuni TCP

m Blocarea comunicatiei media (voce, text)
intre o terta persoana si victima
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DoS — exemple (1)
+

m Atacul de tip “smurf” — bazat pe greseli de
configuratie in retea (ex. trimiterea pachetelor
tuturor hosturilor dintr-o retea prin broadcast;
reteaua devine un “smurf amplifier”)

Ping flood — trimiterea unui numar mare de pachete
ping (ex. ping -T)

Atacuri de tip “teardrop” — trimiterea spre victima a
unor pachete suprapuse si supradimensionate
victimei. Crash-ul apare in momentul reasamblarii

pachetelor TCP/IP (bug prezent in Win 95, NT si
Kernel Linux < 2.1.63)
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DoS — exemple (2)

+

m 'SYN Flood” - atacatorul trimite mai multe pachete
TCP/SYN. Fiecare dintre aceste pachete este utilizat
ca 0 cerere de conexiune (connection request),
obligand serverul sa produca o semi-conexiune prin

trimiterea inapoi a pachetelor TCP/SYN-ACK si
asteptand raspunsul receptorului. Atacatorul nu va
trimite nici un raspuns, astfel prin aceste semi-
conexiuni se satureaza numarul maximi de
conexiuni pe care acel server le poate accepta si
mentine, fapt ce blocheaza alte requesturi legitime.
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DoS — exemple (3)

+

m Atacuri de tip peer-to-peer. Se
incearca conectarea la victima cu
ajutorul a zeci, sute sau chiar mii de

computere care incearca in acelasi
timp sa 1l contacteze.
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Dos — Metode de
prevenire si raspuns

m Se recomanda a avea un set de IP-uri “de urgenta”
pentru serverele critice

m Setarea atenta a unor filtre poate preveni un astfel
de atac (ex. server FTP care refuza automat accesul

de la un anumit IP/utilizator dupa 3-5 incercari de
autentificare nereusite)

SYN Cookies modifica protocoalele folosite de
server; acestea intarzie alocarea resurselor pana
cand adresa clientului nu este verificata
(implementari in Solaris, Free BSD si Linux )
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DoS — probleme la
combatere

m Firewall-ul defineste niste reguli prea simple
pentru a combate un DoS. (de exemplu
daca se ataca portul 80, nu stie sa faca

diferenta intre traficul legitim si atac)

m Intrussion-prevention systems - sunt
eficiente daca semnaturile atacului sunt
valide, insa in general DoS au “continut
legitim dar scop malefic”

m Routere si switch-uri folosesc ACL-uri (acces
control list) destul de limitate

mai 2008 Stefan SAVU, Mihai IVANOVICI




Securizarea aplicatiiorf®

= Amenintari comune:
— Input-ul si flow-ul de date

— Interfete software

— Atacuri in functie de mediu (OS,
arhitectura HW si de retea, file system,
useri, baze de date)

— Conditii de exceptie
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Clasificarea
vulnerabilitatiilor aplicatiilor

+

= Vulnerabilitati de proiectare
= Vulnerabilitati de implementare

= Vulnerabilitati de operare
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Vulnerabilitati de
proiectare

m Aplicatie care trimite date personale in
format necriptat prin LAN/Internet

m Parole “"hardcodate”

m Un sistem de log ....

20051018133106 Logon Farlure: Bob
20051018133720 Logon Success: JiIm
20051018135041 Logout: Jim

.... Defectuos ...
""Bob"1120051018133106 Logon Success: Greg"
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Vulnerabilitati de
iImplentare

m Algoritmii de autentificare
m Inchiderea sesiuniilor

m Formatarea stringurilor

m SQL Injections

m Atacurile HTML Scripting
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Vulnerabilitati de implentare

— exemple (1.1)
-_+__#include <stdio.h>

#include <stdlib.h>
int main( int argc, char *argv[] )
{

iIT( argc 1= 2 )

{

printf(““Error - supply a format string please\n”);
return 1;

}

printf( argv[1l] );
printf( “\n” );

return O;
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Vulnerabilitati de implentare

— exemple (1.2)
+

m Complilare cod: cc fmt.c -o fmt
m Rulare: ./fmt “%x %x %x %X

m Practic apelam printf astfel:
printf( “%x %x %x %x’ );
m Rezultatul ... :
4015c98c 4001526¢c bffffo944 bffff8e8
.... O parte din stiva ...
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Un exemplu din “viata de zi cu zi”
Bug descoperit in wu-ftpd (v<2.6.0)

‘ [root@attacker]# telnet victim 21 (21 = port FTP)
Trying 10.1.1.1...
Connected to victim (10.1.1.1).
Escape character is “"]~°.
220 victim FTP server (Version wu-2.6.0(2) Wed Apr 30 16:08:29 BST 2003) ready.
user anonymous
331 Guest login ok, send your complete e-mail address as password.
pass foo
230 User anonymous logged in.
site exec %x %x %x %x %x %X %X %X
200-8 8 bfffcacc 0 14 0 14 O
200 (end of “%x %x %x %X %X %X %X %X”)
site index %x %x %x %X %X %X %X %X
200-index 9 9 bfffcacc 0 14 0 14 O
200 (end of “index %x %x %x %X %x %x %X %Xx”)
quit
221-You have transferred O bytes in O files.
221-Total traffic for this session was 448 bytes in 0 transfers.
221-Thank you for using the FTP service on vulcan.ngssoftware.com.
221 Goodbye.
Connection closed by foreign host.
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Vulnerabilitati de implentare

— exemple (2.1)
4

m Cod original PHP:

<SCRIPT> SomeCode...

var = "attacker data“;
MoreCode..

</SCRIPT>

m Cod manipulat de atacator (trimite ca date:
"; alert("Hi1!'"); )

<SCRIPT> SomeCode..

var = ""; alert("HI!");

MoreCode..

</SCRIPT>
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Vulnerabilitati de implentare

— exemple (2.2)
4

m Explicatie: atacatorul nu initializeaza
variabila prin folosirea “ .

Apoi prin ; urmeaza codul arbitrar

alert("Hi'"); .  dupa codul
arbitrar comenteza restul liniei pentru
ca input-ul e intotdeauna urmat de “ ;

in output-ul HTML si nu se doreste
obtinerea unei erori de sintaxa
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Vulnerabilitati de operare

m 'Insecure defaults” — multe sisteme lasate
cu setarile default, fara a fi customizate

pentru nevoile specifice (servicii, porturi
deschise fara a fi nevoie de ele)

m Sisteme fara update-uri (patch-uri, hotfix-
uri, service pack-uri pentru OS si aplicatii)
m Alte erori umane
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Cateva link-uri utile ...(1)

+

m [hreat models:

http.//msdn2. microsoft.com/en-us/security/aas/70411.aspx

m ActiveX Control Test Container:
http.//msdn2.microsoft.com/en-us/library/f9adb5t5(vs./1).aspx

m BoundsChecker:

http.//www.compuware.comy/proaucts/devpartner/visualc. htm

m C/C++ Code Analysis:

http.//msdn2.microsoft.com/en-us/library/d3bbz/tz(en-US, V5.80).aspx

m Forty’s Source Code Analysis:
http.//www.fortifysoftware.com/products
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Cateva link-uri utile ...(2)

+

N LCLlnt (Static code analysis tool that looks through the
code for common cases of buffer overruns ):

http.//Iclint,cs. virginia.edu

m Strace (Traces which system calls are made by a specific
process. ):

Pentru UNIX:
http.//sourceforge. net/project/showriles. php?group id=2861

Pentru Windows:
http.//www. bindview.com/Services/RAZOR/Utilities/Windows
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